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IT Governance

[Governance is] the set of organizational regulations
and standards exercised by management to provide
strategic direction and ensure that objectives are
achieved, risks are managed appropriately, and
resoyrces are used responsibly
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- hameuiumes

- nszualnidndaq
R V(Risk) 'ﬁammLﬂu'l,ﬂléfﬁaiamaﬁﬁaﬂﬂmmzLsﬁmwa%ﬁqmmﬁﬂmaiﬁﬁmzv‘u Ty
rdauvaszuvasinlomalifvanaandunairerudemelitussvumalulatasaumeld
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%u’umauﬁé‘l"ﬁzyiuﬂwfﬁmﬂniﬂﬁwunﬁao Usznauluiy dumeudesalus
1. msfumwasUsuidiuaandes (Risks Identification and Risks Assessment)
2. msnauunagnsiamseanudos (Risks.-Management Strategic Planning)

3. msaullunisianisanudes (Risks Treatment)

1. msaunazUsadunndeslussuumeluladarsaunayelsing 1ua
nsAumuazUsziliuanudisdussvumaluladansaunaadsangiuia ¥ilasnisansig
swuunaluladansaumaveslsameiuig wedumynseunasseanamiidlonasiduninaii

Wemelvidusyuy udsefiussfuasiuunnudo Wotenfansaninaunudanisaudsmslu

esgu ISO/IEC 27001 = 2013 [1] f?faLﬂuumigwumm‘zﬁaﬁm%ssﬁuﬁmmmm
Unansdvvestoya (Security Management Systems, ISMS) Tinanidnudedusyuy
walulagansaumeliuaning fsegugy
- acts of terrorism  A151BAIIY -
air conditioning failure szuuu%’uéjqumﬁ'mu
- airborne particles/dust  Huares
bomb attack N13714584U9
- breach of legislation or regulations msavulaulevisuarsadouUjifcu

AUREAsY

- o

- breaches of contractual obligations nsazifindennasvedaygyigniu

- compromise of security aAnugangauluszuuinwanudasase
damage caused by penetration tests AruEIMIBINAITNARBUINELTN
JTUU

- damage caused by third parties m’uulﬁamzmnuﬂﬂaﬁam
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- destruction of records magag}nﬁwma
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- destruction of the business continuity plans usufjfugnyiaie

. deterioration of media  #o7liudoyaidonanTn
_ disasters (natural or man-made) fsRUR (3NFTTUVR W39 INUYYE)
G '

Aseumtardseiiuanasdussuumalulatiansaumavadlsangiuia 39RI55Nen NS
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seazdoniuiy Tawn

1. Temanaziinanudsdtu (Probability)

2. anudvmenasfinlu (Impact) -

ﬂﬁiﬁﬁﬂ‘?ﬂﬂb’tLUUﬁ')'\uLaﬂﬂ

Ussdiulomaniaziinanudes fien 1 Ghann) 2 6h) 3 (Wunaw) 4 @) 5 (genn)

Uselunaidenng fen 1 (hann) 2 () 3 (Wwnana) 4 (@9) 5 (quﬂ)

azuuuAUEss Auuldann Azwuulania Au Ay AZLUUNALEYNY

1y Tomafinanundes = 3 nadiemy = 5 Feliu AsuuuAEey = 3x5 = 15

a al' P a a a a (! “as o &
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1 fnann lsiinavfinnansenusienisiuinns videllnansevuiasinn

2 M

fnansenussnsliuinisvadlsanegrualuungn
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wdsoniuliusziiuasiuuandes Ausuldan asuuulena ga fu Azuuuraldeis

Wi lentainanades = 3 nadowy = 5 fatiu ASUULAIILEET = 3X5 = 15

wuvszdivanudissussuuwalulaBasauvavadlsmetuia Wannlaeanaunsasaumdlne Twe, 2556

TMI Risk analysis worksheet (Range of 0.0 to 1.0 for P and ) o
IT Components Probability (P) tmpact () | Risk=PxI
2 345 -2 3 4 :

1. IT - Hardware
1.1 Servers Crash or Failure

1.2 _Network Switches Crash or Failure
1.3 Workstations Failure

1.4 -

2. IT - System Software.

2.1 Operating System Failure

2.2

- [ .3..1T —-Applications

3.1 Front Offices

3.2 Back Offices

3.3

4. IT - Communications, Connectlvxty
4.1 Intranet

4.2 Internet

4.3

5. IT - Operational (Human) Error

5.1 Backup Error

5.2 Data Loss Error

5.3

6. IT -Project Failure

6.1 Inappropriate System Analysns
6.2 Inappropriate System Design

6.3 Inadequate Resources

6.4 Poor Project Management

6.5

7. 1T -Future Development

7.1 No Data Dictionary

1.2 No System Blueprint

7.3 No Program Document or Comments
7.4

8. IT - Vendor and Outsource Failure
8.1 Vendor Stop Support

8.2

9. IT - Hacking, Unauthorized Intrusions
10. Environment Factors

10.1 Flooding - internal

10.2 Flooding ~ External

10.3 Fire - Internal

10.4 Fire - External

10.5 Utilities - Electricity

10.6 Criminal - Theft

10.7 Criminal - Break-ins

10.8 Civil Unrest - Protest, Mob

10.9

11. Other

nd | mod |k | ond |k femd | e | nd [ [omd ok [ d | d |k |k | aned
NI NN s v
wlwlwiw|w|w [w]wlwliw|w|wlwlw|w
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A - NN R AP RPN N Nr- A SN N RPN NP NP A R N R R N RS- R N N RPN N F-BE- S RPN NP RNE-N PN PN NP -

] ed ] | | d (e famd jed | od ek [ d el aed (el famd Jaed | [ ad [ owh (aad [ad [emd [ md | ond (e ek [ | ad | ed [ oed

NINININIRN(NINININDININININININININININININININDININININ NN N[N
W wwiw!lw|wiw|wiw | w|wlw w|w|w|wiw|wlw]wlw|[w|wiw|w|w|w|w|wiwiw
N R A g e N E e B S - Sy S S SN S SF- SE- R S F- RN NN S RPN S NS
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